Colombia, like other Latin American countries, has been politically and economically affected by corruption. Due to goverments' persuit to control our finances, blockchain technology is born, which has proven to be a decentralized and secure solution for the economy, however, with projects such as Ethereum, the blockchain, to its version 2.0 has introduced new concepts like Smart Contracts.. With this revolution whose main purpose is transparency, a model is proposed that allows to implement a system to audit the management of the economic resources of the country, together with a discussion of the proper regulations to open the path to this new technologies.
Introduction
The technology of Blockchain introduced by bitcoin development, is a decentralized accounting record. This is ensured by cryptographic techniques; Are also anonymous and allow to register transactions between two parties who want to exchange value. This new concept allows you to save sensitive information without there being any way to alter the information. The first version of Blockchain basically kept the value of a transaction, public keys identifying each of the parts in hash code, and the address pointing to the predecessor block, however, with the introduction of a new framework called Ethereum was started to talk about Blockchain 2.0, this new technology works on its own virtual machine (EVM), and has the ability to give a logical level within each block of transactions. This logical layer works by means of functions called intelligent contracts that execute before some event and use Ether (the cryptoneda of ethereum) as a reward to execute this code within the decentralized network. However, this new implementation had a security flaw in the semantics of the virtual machine, which would give the project more reliability for a while. Microsoft decided to take this project to the next level, with the development of the Bletchley architecture, and in this way integrated hardware and code level security in the connectivity interfaces through a new concept called the Cryplets, which also allow to receive information securely and integrate self-learning services. Taking into account the reinforcement in security, autonomy and transparency, it is totally feasible to implement an audit system on top of the middleware layer proposed by Microsoft and in such a way as to adequately manage the country's economic resources, taking into account that regulations such as the "Ley 31 de 1991" should rethink to give a different economic opening and make way for the cryptones.
Methodology

A. Blockchain architecture:
In 2008 a person who calls himself Satochi Nakamoto publishes a paper where he exposes a new way of exchanging value through digital coins that would have cryptographic fundamentals. This new decentralized P2P network would use the computing power of thousands of devices around the world to encrypt transactions through bitcoins in an unalterable block chain called blockchain. Satochi enumerated seven basic principles for this new economic vehicle to have value at world level, these were: 1. The maximum amount of bitcoins in circulation will be 21 million, 2. No one can prohibit or censor valid transactions, 3. The implementation of Bitcoin is open source. 4. No one can prevent participation in the network, 5. Participation will never be required to participate in the Bitcoin, 6. Each bitcoin unit is interchangeable, 7. Confirmed transactions can not be altered or deleted [1] . Under these principles the economy of the Bitcoins began to have success and reliability since the regulators were not framed by laws or variable policies, if not by the scientific advances in the processing transmission and hiding of the information.
However, to understand the methodology proposed in this article it is necessary to understand the architectures that have evolved in the last years in the universe of the cryptones. Satochi defined a cryptones as a chain of digital signatures, where each owner makes a transfer, each transfer uses an asymmetric encryption system and information integrity, for this each user has a public and private key, the public key is stored inside a transaction block, but to preserve its integrity this in turn stops by a hash function that together with the private key as verification method of the ancestor owner of the block ensure that the transaction is done in a way P2P [1] , as shown in Figure 1 . However, even with this transaction scheme, there is no total integrity since the exact moment in which the transaction is verified is not present, it is here when two new factors are introduced called the Server Timestamp and the work test. To make a transaction unalterable, it is necessary to preserve integrity in a chain of transactions, which is why these transactions enter into a validation process where the nodes of the decentralized network compete to find an optimal threshold with which the information becomes anonymous and belongs to continuous blocks of validated transactions. In summary, whenever there are new transactions first, they are sent to all nodes in the network, second, each node adds this transaction within a new block, third, each node must find a threshold that meets the working test for this block, fourth, when a block encounters such threshold it sends it to all nodes, fifth, nodes accept the block if and only if all transactions are valid, sixth, each node gives an acceptance sample by creating the next block within the string using the hash as the previous hash, as hash. In this way, a general standard is created, so we can call blockchain 1.0 which allows you to save data in a distributed and unalterable way. In 2013 Vitalik Buterin laid the foundation for a new technology called Ethereum. Realizing the great advantages of blockchain technology, Buterin thought to go a step further and add a logical layer to the block chain. Blockchain 1.0 works by saving only transaction chains, key / value, however wanting to create applications on top of the blockchain would imply another level of abstraction and manipulation of sensitive information, and it is here when Ethereum is born.
Design
The methodology mentioned three key design layers to be implemented, as a design proposal. The lower layer would handle the block chain and part of the implementation of the intelligent contracts, the middle layer has the function of providing communication with external data and also provides a layer of security and performance with the execution of isolated code and execution of intelligent contracts in parallel, and finally the top layer that allows us to have a software abstraction, where an auditor system is provided next to the client. The heart of this system is found in smart contracts, which will eventually be the regulators and administrators of public resources, under certain parameters that should be accepted for implementation. Two options are proposed for this:
Each time a private or public entity is allocated state resources, a new smart contract will have to be developed, which will be public at Microsoft's Azure Market Place (hosted by a private company of world renown). And that may also be available for reuse or as a model for another similar process.
2.
Each time a public or private entity is allocated state resources, a new intelligent contract will have to be developed that will be available in a public repository, it must be approved by a technical body before its implementation and can only be implemented if it complies With all the requirements to effectively regulate the disbursement of resources between parties. This option allows the linking of the two architectures mentioned above in the implementation methodology section. There are different implementations of intelligent contracts with different classes of Cryptones, however, in this proposal it is advisable to use the technology of Ethereum, with its Ethereum virtual machine. The main reasons are: 1. It was the first technology to create the concept of smart contracts.
Being the first, has had more input from the community.
3.
The Ethereum Enterprise alliance was created, which includes about thirty companies worldwide such as Microsoft, BBVA, Santander, Intel, ING, JP Morgan, among others, that implement, improve and endorse this technology. 4. Countries such as Ukraine and Scotland have already begun to implement this technology in the voting and administration of banking resources.
A. Interaction with smart contracts
The first approach should be a voting system, which allows the transparent choice of terms to be fulfilled in smart contracts, when a state entity wants to make use of the resources of the nation. In this first stage would enter into a concess where it would be submitted to approval that contracts would be ready to be stored in the public repository and then implemented in the block chain. The following code is proposed as an example of the interaction that intelligent contracts should be implemented in the block chain. The next stage corresponds to the creation of the contract that will carry the terms for the fulfillment and disbursement of the resources of the state, as well as the reports that can be audited once the full term of the intelligent contract is fully complied with. Since this contract can lead to a detailed development, together with specific terms, only the interaction diagram that illustrates this concept will be shown, as shown in the Figure 2 . 
B. Potential vulnerabilities and solutions
The main objective of the block chain is to be the safest system for any type of transaction, complying with the principles of confidentiality, authentication, integrity and availability. So far these quality standards have been met, in fact, the block chain has in practice demonstrated what in theory seemed impossible so far (e.g., consensus in a decentralized network). However, it is not a 100% perfect system, and certain vulnerabilities have been discovered, which have been mitigated immediately, so as not to affect the users of this network. Some of the ones that could be of most concern to the block chain are the following [2, 3] :
Solution: This attack can be mitigated by generating only one outgoing connection to an IP address by / 16 (x.y.0.0). Incoming connections are unlimited and unregulated, but this is generally only a problem in the case of anonymity, where it is likely that it will no longer be able to accept incoming connections. In fact, finding hash addresses on the network that are suspiciously low may help prevent the latter. Denial of Service (DoS) attacks: Sending too much data to a node can overload it in a way that it can not process transactions normally, and thus create a denial of service attack. Solution: Since Blockchain 1.0 beginning with Bitcoin, you have about 38 types of prevention and standards to mitigate any type of denial of service attack.
Analysis
A. Analysis of the game theory model
Once the terms of the contract have been agreed upon, the two players (in this case the Government and the Favored Company of the bidding) act independently of each other in the actual transaction, but the choices of the former affect the outcome and behavior of the latter and vice versa. Therefore, concepts and ideas of noncooperative game theory can be exploited to analyze the transaction protocol and consequently the quality of the agreement.
The agreement requires that a price p be established for typically the value that, of investment by the state, but also it needs a value of support that can support the value to be invested, to this value we call it deposit, which is the equivalent of de and dg. In conclusion, the above analysis suggests that players are more likely to program a satisfactory smart contract if the deposits are larger than the contract price, no matter how much larger. 
B. Discussion of results
Taking into account the results of the game theory analysis, the case of a deposit less than the price versus value of the goods is considered here. In this case, as can be seen in the results, the contract may lose part of its expected forced trust effect on players, and under these assumptions it is also interesting to explore how players with different attitudes toward fraudulent behavior may disrupt the transfer protocol. If we make a sample of 6 candidates for a tender with the previous model we have considered six profiles, where r = 0.5, if this increases towards honesty and trust and r = 1 simply depending on the relation between the deposit of the parts (d) and the government value (p), and assuming values in 1.5, 2, 2.5, 3, which denote a progressively more fraudulent attitude. The deposit assumes values in 0, 2, 4, 6, 8, 10 against a price of 10. If we take into account the result of the game theory scheme where the best case is that both parties have a deposit greater than the value of the bid, and also integrate the cases of these 6 candidates, we have to compare a fraudulent seller and an honest buyer.
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There is no large list of companies that facilitate the development of this architecture, this article exposes to a large extent Microsoft, for being a company with experience and great technological resources, also because many of the systems of Colombian State are supported on the technology of this multinational. However, the best option should be free software and collaborative work, since development can be verifiable by the community, do not incur large expenses, and also the technology of the block chain has been developed by the open source contribution of several people in the world. This is why the main architecture also proposes that intelligent contracts be verifiable and approved by the community, through a public repository.
